1.4 Network security - Quiz A
Time: 40 minutes    Marks: 40    Instructions: Circle one answer for each question. Each question is worth 1 mark.
Name: ________________________________   Class: __________   Date: __________   Score: ______ / 40
	Questions 1-20
	Questions 21-40

	1. Which description correctly matches Input sanitisation?
A. authentication using two different types of evidence
B. malware that encrypts data and demands payment to restore access
C. malware that attaches to files and spreads when the files are run or shared
D. cleaning or checking input to prevent malicious commands
Answer: _____
	21. Which measure would best reduce damage if ransomware encrypted a file server?
A. Recent offline backups
B. A lower bit depth
C. A higher screen resolution
D. More browser tabs
Answer: _____

	2. Which description correctly matches Spyware?
A. a security risk caused by someone within the organisation
B. malware that encrypts data and demands payment to restore access
C. malware that secretly monitors user activity or collects data
D. trying many possible passwords or keys until one works
Answer: _____
	22. Which description correctly matches Physical security?
A. measures that stop unauthorised physical access to equipment
B. a password that is hard to guess because it is long and not predictable
C. hardware or software that monitors and filters network traffic
D. giving users only the access they need to do their job
Answer: _____

	3. Which description correctly matches Phishing?
A. following an authorised person into a restricted area
B. a social-engineering attack that tricks users into giving away information
C. entering malicious SQL through input fields to access or change database data
D. turning readable data into unreadable ciphertext without the key
Answer: _____
	23. A student writes about Backup. Which statement would be correct?
A. a weakness that could be exploited by an attacker
B. capturing data while it is being transmitted
C. hardware or software that monitors and filters network traffic
D. a copy of data kept so it can be restored after loss or damage
Answer: _____

	4. A student writes about Account lockout. Which statement would be correct?
A. hardware or software that monitors and filters network traffic
B. watching someone enter confidential information
C. temporarily disabling login attempts after repeated failures
D. a patch or new version that can fix security weaknesses
Answer: _____
	24. Which description correctly matches Vulnerability?
A. a password that is hard to guess because it is long and not predictable
B. a weakness that could be exploited by an attacker
C. entering malicious SQL through input fields to access or change database data
D. authorised testing that attempts to find vulnerabilities in a system
Answer: _____

	5. Which is most likely to identify who accessed a file after a security incident?
A. Audit log
B. Primary storage
C. Colour depth
D. Binary shift
Answer: _____
	25. Which term best matches this description: malware that secretly monitors user activity or collects data
A. Spyware
B. Authorisation
C. Phishing
D. User access levels
Answer: _____

	6. Which description correctly matches Worm?
A. hardware or software that monitors and filters network traffic
B. manipulating people into breaking security procedures
C. malware that can spread across networks without needing a host file
D. malware disguised as legitimate software
Answer: _____
	26. A student writes about Tailgating. Which statement would be correct?
A. malware disguised as legitimate software
B. following an authorised person into a restricted area
C. software that detects, blocks or removes malicious software
D. checking that a user is who they claim to be
Answer: _____

	7. Which description correctly matches User access levels?
A. temporarily disabling login attempts after repeated failures
B. cleaning or checking input to prevent malicious commands
C. permissions that restrict what different users can see or do
D. a weakness that could be exploited by an attacker
Answer: _____
	27. Which description correctly matches Firewall?
A. temporarily disabling login attempts after repeated failures
B. software designed to damage, disrupt or gain unauthorised access to a system
C. permissions that restrict what different users can see or do
D. hardware or software that monitors and filters network traffic
Answer: _____

	8. Which term best matches this description: hardware or software that monitors and filters network traffic
A. Encryption
B. Firewall
C. Worm
D. Brute-force attack
Answer: _____
	28. A fake update installer secretly installs malware. Which type of malware is this closest to?
A. DNS
B. Trojan
C. Firewall
D. RAM
Answer: _____

	9. Which term best matches this description: a patch or new version that can fix security weaknesses
A. Software update
B. Authorisation
C. Backup
D. Malware
Answer: _____
	29. Which option is most closely associated with malware that attaches to files and spreads when the files are run or shared
A. Phishing
B. Authentication
C. Virus
D. Insider threat
Answer: _____

	10. A student writes about Authorisation. Which statement would be correct?
A. malware that can spread across networks without needing a host file
B. deciding what an authenticated user is allowed to access
C. a password that is hard to guess because it is long and not predictable
D. malware disguised as legitimate software
Answer: _____
	30. A student writes about Two-factor authentication. Which statement would be correct?
A. a weakness that could be exploited by an attacker
B. a copy of data kept so it can be restored after loss or damage
C. cleaning or checking input to prevent malicious commands
D. authentication using two different types of evidence
Answer: _____

	11. Which description correctly matches Data interception?
A. checking that a user is who they claim to be
B. capturing data while it is being transmitted
C. malware that can spread across networks without needing a host file
D. software designed to damage, disrupt or gain unauthorised access to a system
Answer: _____
	31. Which description correctly matches Audit log?
A. temporarily disabling login attempts after repeated failures
B. hardware or software that monitors and filters network traffic
C. a record of actions that can be reviewed for security monitoring
D. manipulating people into breaking security procedures
Answer: _____

	12. Which term best matches this description: manipulating people into breaking security procedures
A. Ransomware
B. Social engineering
C. Authentication
D. Virus
Answer: _____
	32. A student writes about Input sanitisation. Which statement would be correct?
A. deciding what an authenticated user is allowed to access
B. watching someone enter confidential information
C. cleaning or checking input to prevent malicious commands
D. manipulating people into breaking security procedures
Answer: _____

	13. A student writes about Penetration testing. Which statement would be correct?
A. authorised testing that attempts to find vulnerabilities in a system
B. malware that encrypts data and demands payment to restore access
C. a password that is hard to guess because it is long and not predictable
D. manipulating people into breaking security procedures
Answer: _____
	33. A student writes about Authentication. Which statement would be correct?
A. deciding what an authenticated user is allowed to access
B. checking that a user is who they claim to be
C. authorised testing that attempts to find vulnerabilities in a system
D. turning readable data into unreadable ciphertext without the key
Answer: _____

	14. A student writes about Encryption. Which statement would be correct?
A. a patch or new version that can fix security weaknesses
B. turning readable data into unreadable ciphertext without the key
C. trying many possible passwords or keys until one works
D. overwhelming a system with traffic so legitimate users cannot access it
Answer: _____
	34. Which description correctly matches Tailgating?
A. a patch or new version that can fix security weaknesses
B. checking that a user is who they claim to be
C. following an authorised person into a restricted area
D. turning readable data into unreadable ciphertext without the key
Answer: _____

	15. Which security measure filters traffic entering and leaving a network?
A. ASCII
B. Register
C. Firewall
D. Compiler
Answer: _____
	35. A student writes about Shoulder surfing. Which statement would be correct?
A. watching someone enter confidential information
B. checking that a user is who they claim to be
C. a patch or new version that can fix security weaknesses
D. authorised testing that attempts to find vulnerabilities in a system
Answer: _____

	16. An email says a bank account will be closed unless the user clicks a link and enters their password. What attack is this?
A. Denial-of-service attack
B. Phishing
C. Brute-force attack
D. Defragmentation
Answer: _____
	36. A school gives pupils read-only access but teachers can edit marks. Which control is being used?
A. User access levels
B. Cache size
C. Ransomware
D. Binary search
Answer: _____

	17. Which term best matches this description: capturing data while it is being transmitted
A. Data interception
B. Denial-of-service attack
C. User access levels
D. Input sanitisation
Answer: _____
	37. Which term best matches this description: malware that can spread across networks without needing a host file
A. Shoulder surfing
B. Denial-of-service attack
C. Worm
D. Firewall
Answer: _____

	18. A student writes about Physical security. Which statement would be correct?
A. manipulating people into breaking security procedures
B. a record of actions that can be reviewed for security monitoring
C. a security risk caused by someone within the organisation
D. measures that stop unauthorised physical access to equipment
Answer: _____
	38. A student writes about Trojan. Which statement would be correct?
A. a record of actions that can be reviewed for security monitoring
B. authorised testing that attempts to find vulnerabilities in a system
C. software that detects, blocks or removes malicious software
D. malware disguised as legitimate software
Answer: _____

	19. Which description correctly matches Software update?
A. a patch or new version that can fix security weaknesses
B. measures that stop unauthorised physical access to equipment
C. software designed to damage, disrupt or gain unauthorised access to a system
D. malware that attaches to files and spreads when the files are run or shared
Answer: _____
	39. Which description correctly matches SQL injection?
A. entering malicious SQL through input fields to access or change database data
B. malware that secretly monitors user activity or collects data
C. authentication using two different types of evidence
D. malware that attaches to files and spreads when the files are run or shared
Answer: _____

	20. A student writes about Insider threat. Which statement would be correct?
A. trying many possible passwords or keys until one works
B. a security risk caused by someone within the organisation
C. malware that secretly monitors user activity or collects data
D. a password that is hard to guess because it is long and not predictable
Answer: _____
	40. A student writes about Least privilege. Which statement would be correct?
A. trying many possible passwords or keys until one works
B. giving users only the access they need to do their job
C. checking that a user is who they claim to be
D. manipulating people into breaking security procedures
Answer: _____
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