OCR J277 GCSE Computer Science - 40 mark worksheet
Worksheet 1.4A: Network security
Focus: Forms of attack and prevention
	Question 1 (8 marks)
Q1. Define the following forms of attack and state the purpose of each:
malware, phishing, brute-force attack, denial of service attack.

	

	Question 2 (8 marks)
Q2. A member of staff receives an email asking them to 'verify' their password using a link.
(a) Identify the attack. (1)
(b) Explain how the attack works. (3)
(c) Explain two ways the school could reduce the risk. (4)

	

	Question 3 (8 marks)
Q3. Explain SQL injection. Include how the attack is entered, what it tries to do and one way it can be prevented.

	

	Question 4 (8 marks)
Q4. Explain how each prevention method can limit threats:
(a) anti-malware software (2)
(b) firewall (2)
(c) user access levels (2)
(d) physical security (2)

	

	Question 5 (8 marks)
Q5. A school stores pupil data on a network. Recommend a layered security approach to protect the network. Justify your recommendations.

	


