OCR J277 GCSE Computer Science - 40 mark worksheet
Worksheet 1.4B: Network security
Focus: Threat scenarios and vulnerability reduction
	Question 1 (8 marks)
Q1. Explain the difference between malware and social engineering. Give two examples of each.

	

	Question 2 (8 marks)
Q2. A user connects to public Wi-Fi and logs into an account.
Explain the risk of data interception and how encryption can reduce this risk.

	

	Question 3 (8 marks)
Q3. Explain how passwords, access levels and firewalls work together to protect a system.

	

	Question 4 (8 marks)
Q4. A company hires ethical hackers to test its systems.
(a) Name this prevention method. (1)
(b) Explain what it involves. (3)
(c) Explain two benefits of doing it before attackers find weaknesses. (4)

	

	Question 5 (8 marks)
Q5. Evaluate the security controls a small online shop should use to protect customer accounts and payment-related data.

	


