OCR J277 GCSE Computer Science - 40 mark worksheet
Worksheet 1.4C: Network security
Focus: Identifying attacks and recommending controls
	Question 1 (8 marks)
Q1. Identify the most likely attack in each case and explain your choice.
(a) A server is overwhelmed by millions of requests. (2)
(b) A login page is attacked using thousands of password guesses. (2)
(c) A database query is changed through text typed into a search box. (2)
(d) A user installs a fake game that encrypts their files. (2)

	

	Question 2 (8 marks)
Q2. Explain the term vulnerability. Then describe three ways vulnerabilities can be reduced.

	

	Question 3 (8 marks)
Q3. Explain how anti-malware software and physical security protect against different types of threat.

	

	Question 4 (8 marks)
Q4. A programmer builds a login form. Explain four design choices that reduce the risk of SQL injection and brute-force attacks.

	

	Question 5 (8 marks)
Q5. After a security incident, a company wants to prevent similar attacks.
Recommend improvements covering people, software, network controls and physical controls.

	


