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1.1 Systems architecture
Activity 1 - CPU components and registers
Fill in each blank using the word bank. Use each word once.
Word bank: ALU, CPU, cache, data, MAR, Control Unit, register, address, memory, fetch-execute cycle, Accumulator, MDR, Program Counter
The (1) ____________________ carries out the instructions of a program.
The (2) ____________________ performs arithmetic and logical operations.
The (3) ____________________ manages the flow of instructions and control signals inside the processor.
(4) ____________________ is small, very fast memory close to or inside the CPU.
A (5) ____________________ is a small storage location inside the CPU.
The (6) ____________________ stores the address of the next memory location to be accessed.
The (7) ____________________ stores data that has just been fetched from memory or is about to be written to memory.
The (8) ____________________ stores the address of the next instruction to be fetched.
The (9) ____________________ stores the result of calculations made by the ALU.
In the Von Neumann model, instructions and data are stored in the same (10) ____________________.
An (11) ____________________ tells the CPU where data or instructions are stored.
The actual values being processed are called (12) ____________________.
The repeated process of fetching, decoding and executing instructions is the (13) ____________________.

Activity 2 - CPU performance
Complete the statements about factors that affect CPU performance.
Word bank: dual-core, multitasking, slowest, clock speed, GHz, Hertz, overheating, cores, bottleneck, cache, performance, instructions
(1) ____________________ is the number of cycles a CPU can perform per second.
Clock speed is measured in (2) ____________________.
A clock speed of 3.2 (3) ____________________ means 3.2 billion cycles per second.
A higher clock speed can allow more (4) ____________________ to be processed per second.
Larger (5) ____________________ can reduce the need to fetch data from slower RAM.
More (6) ____________________ can allow more than one instruction stream to be processed at once.
A (7) ____________________ processor has two cores.
Extra cores help most when software supports parallel processing or when the computer is (8) ____________________.
Increasing one CPU characteristic may not improve overall (9) ____________________ if another component creates a (10) ____________________.
Very high clock speeds can create more heat, so cooling is needed to reduce the risk of (11) ____________________.
A computer system can be limited by its (12) ____________________ useful component.

Activity 3 - Embedded systems
Complete the paragraph about embedded systems.
Word bank: sensors, washing machine, dedicated, actuators, firmware, microcontroller, car braking, low power, reliable, embedded system, limited, real-time
A smart thermostat is an (1) ____________________ because it is built into a larger product and controls a specific task.
It is usually (2) ____________________ rather than general purpose.
The instructions may be stored as (3) ____________________ on a chip.
Many embedded devices use a (4) ____________________ rather than a full desktop processor.
They are often designed to be (5) ____________________ because they may run continuously.
They must be (6) ____________________, especially in safety-critical examples such as (7) ____________________.
Inputs may come from (8) ____________________, while outputs may control (9) ____________________.
Some embedded systems must respond in (10) ____________________ when events happen.
They often have (11) ____________________ memory and processing power.
Another everyday example is a (12) ____________________.



1.2 Memory and storage
Activity 4 - Primary storage
Fill in the blanks about RAM, ROM, cache and virtual memory.
Word bank: permanent, volatile, non-volatile, virtual memory, RAM, temporary, CPU, ROM, slower, boot, secondary storage, cache
Primary storage is memory directly accessible by the (1) ____________________.
(2) ____________________ stores the programs and data currently in use.
RAM is (3) ____________________, meaning its contents are lost when power is turned off.
(4) ____________________ stores instructions needed to start the computer.
ROM is (5) ____________________, so its contents remain when power is turned off.
The startup instructions in ROM help the computer (6) ____________________.
(7) ____________________ is used when RAM is full and part of (8) ____________________ is used as if it were RAM.
Virtual memory is usually (9) ____________________ than RAM.
(10) ____________________ stores frequently used data close to the CPU.
Data in RAM is often (11) ____________________ because it changes while programs run.
Data in ROM is usually (12) ____________________.

Activity 5 - Secondary storage choices
Complete the definitions and comparison points for secondary storage.
Word bank: solid-state, reliability, DVD, speed, optical, durability, portability, magnetic, HDD, cost, capacity, secondary storage, SSD
(1) ____________________ is non-volatile storage used to keep files long term.
A (2) ____________________ device, such as a hard disk, stores data using magnetic patterns.
An (3) ____________________ disc uses lasers to read or write data.
(4) ____________________ storage, such as flash memory, has no moving parts.
A traditional hard disk drive is often abbreviated as (5) ____________________.
A solid state drive is abbreviated as (6) ____________________.
A (7) ____________________ can be useful for distributing music or video, but has limited capacity compared with many drives.
(8) ____________________ is how much data a device can hold.
(9) ____________________ is how quickly data can be read or written.
(10) ____________________ is how easy the device is to carry.
(11) ____________________ is how well a device can resist damage.
(12) ____________________ is how likely the device is to store data without failure.
(13) ____________________ affects whether the storage option is affordable.

Activity 6 - Data units and file size formulas
Complete the units and file size formula statements.
Word bank: colour depth, megabyte, nibble, duration, characters, byte, bit depth, bit, sample rate, pixels, gigabyte, kilobyte, terabyte, petabyte
The smallest unit of data is a (1) ____________________.
Four bits are called a (2) ____________________.
Eight bits are called a (3) ____________________.
1,000 bytes is often treated as one (4) ____________________.
1,000 KB is one (5) ____________________.
1,000 MB is one (6) ____________________.
1,000 GB is one (7) ____________________.
1,000 TB is one (8) ____________________.
Sound file size can be calculated as sample rate x (9) ____________________ x (10) ____________________.
Image file size can be calculated as width x height x (11) ____________________.
The number of samples taken per second is the (12) ____________________.
Image width and height are measured in (13) ____________________.
Text file size depends on bits per character and the number of (14) ____________________.

Activity 7 - Number representation
Fill in the blanks about binary, denary, hexadecimal and shifts.
Word bank: 1, halve, base 10, double, 0, left, base 2, overflow, right, hexadecimal, least significant bit, most significant bit, denary, binary
Computers store and process data using (1) ____________________.
Binary is (2) ____________________ because it uses two symbols.
The two binary digits are (3) ____________________ and (4) ____________________.
The normal decimal number system is called (5) ____________________ in computing.
Denary is (6) ____________________ because it uses ten symbols.
(7) ____________________ is base 16 and uses digits 0-9 and letters A-F.
The left-most bit in an 8-bit binary number is the (8) ____________________.
The right-most bit is the (9) ____________________.
If a binary addition produces a result too large for the available bits, this is called (10) ____________________.
A binary shift to the (11) ____________________ usually multiplies an unsigned integer by 2.
A binary shift to the (12) ____________________ usually divides an unsigned integer by 2.
Each left shift can (13) ____________________ the value.
Each right shift can (14) ____________________ the value.

Activity 8 - Characters, images and sound
Complete the paragraph about how different types of data are represented.
Word bank: colour depth, Unicode, Hertz, resolution, bit depth, sample rate, analogue, pixels, duration, binary code, metadata, digital, character set, ASCII
Characters are stored using a (1) ____________________, where each symbol is given a (2) ____________________.
(3) ____________________ is a character set that represents a limited set of characters, while (4) ____________________ can represent many more characters from different languages.
Images are made from (5) ____________________.
The number of bits available for each pixel colour is (6) ____________________, while the number of pixels in the image is its (7) ____________________.
Extra information such as width, height or camera details is called (8) ____________________.
Sound begins as an (9) ____________________ wave and is converted into (10) ____________________ data.
The number of samples taken each second is the (11) ____________________, measured in (12) ____________________.
The length of the recording is its (13) ____________________, and the number of bits used for each sample is the (14) ____________________.

Activity 9 - Compression
Complete the statements about lossy and lossless compression.
Word bank: bandwidth, streaming, repeated, file size, storage space, original, compression, lossy, quality, lossless
(1) ____________________ reduces the number of bits needed to store or transmit a file.
Compression is useful because it reduces (2) ____________________.
Smaller files use less (3) ____________________.
Smaller files can improve download or (4) ____________________ performance.
(5) ____________________ compression permanently removes some data.
Lossy compression can reduce the (6) ____________________ of images, sound or video.
(7) ____________________ compression allows the original file to be perfectly restored.
Lossless compression often works by recording patterns or (8) ____________________ data more efficiently.
Compression can reduce (9) ____________________ use across a network.
The best compression method depends on whether the (10) ____________________ file must be exactly recovered.



1.3 Computer networks, connections and protocols
Activity 10 - Networks and hardware
Complete the network definitions.
Word bank: peer-to-peer, router, devices, client, LAN, bandwidth, NIC, wireless access point, transmission media, server, WAN, switch, client-server
A (1) ____________________ covers a small geographical area such as a school.
A (2) ____________________ covers a large geographical area and may use third-party infrastructure.
A (3) ____________________ forwards data between networks.
A (4) ____________________ connects devices on a LAN and forwards data to the correct device.
A (5) ____________________ allows wireless devices to connect to a wired network.
A (6) ____________________ provides the interface that lets a device connect to a network.
Cables, fibre and radio waves are forms of (7) ____________________.
(8) ____________________ is the amount of data that can be sent in a given time.
The number of connected (9) ____________________ can affect network performance.
In a (10) ____________________ network, central computers provide services.
The computer requesting a service is called a (11) ____________________.
The computer providing a service is called a (12) ____________________.
In a (13) ____________________ network, devices can share resources directly without a central server.

Activity 11 - Topologies, DNS and cloud
Complete the paragraph about network topologies and Internet services.
Word bank: DNS, cable, star, cloud, mesh, Internet, URL, hosting, node, redundancy, IP address, central switch
In a (1) ____________________ topology, each (2) ____________________ connects to a (3) ____________________.
If one cable fails, usually only one device is affected, but if the central device fails the network may fail.
A (4) ____________________ topology has devices connected to many others, giving more (5) ____________________, but it can require more (6) ____________________.
The (7) ____________________ is a worldwide collection of computer networks.
(8) ____________________ converts a human-readable (9) ____________________ into an (10) ____________________.
(11) ____________________ is where website files are stored on a web server.
The (12) ____________________ means remote services such as storage, software or processing accessed over the Internet.

Activity 12 - Protocols, addressing and layers
Fill in the blanks about communication rules, protocols and addresses.
Word bank: layers, HTTPS, standard, Ethernet, MAC address, protocol, FTP, Wi-Fi, Bluetooth, HTTP, IMAP, TCP/IP, POP, SMTP, encryption, IP address
A (1) ____________________ is a set of rules for communication.
A (2) ____________________ allows hardware or software from different manufacturers to work together.
(3) ____________________ is the main set of protocols used on the Internet.
(4) ____________________ is used to transfer web pages.
(5) ____________________ is the secure version of HTTP.
(6) ____________________ is used to transfer files.
(7) ____________________ is used to send email from a client or server.
(8) ____________________ downloads emails from a server, often removing them from the server.
(9) ____________________ allows emails to be stored on the server and accessed from multiple devices.
An (10) ____________________ identifies a device on a network or the Internet.
A (11) ____________________ is a unique hardware address assigned to a network interface.
(12) ____________________ protects data by making it unreadable without a key.
Protocols can be split into (13) ____________________ to reduce complexity.
(14) ____________________ is a wired network connection method.
(15) ____________________ is a wireless networking standard for local networks.
(16) ____________________ is a short-range wireless connection method.

Activity 13 - Wired and wireless scenario
Complete the scenario using the most appropriate networking terms.
Word bank: latency, bandwidth, WAP, wired, encryption, interference, router, reliability, wireless, switch
A gaming PC may use a (1) ____________________ Ethernet connection because it can offer better (2) ____________________ and lower (3) ____________________ than Wi-Fi.
A tablet may use a (4) ____________________ connection for convenience.
Thick walls can cause (5) ____________________, reducing signal strength.
A (6) ____________________ connects a home network to the Internet, while a (7) ____________________ connects devices inside a LAN.
A (8) ____________________ lets mobile devices join the network.
The network should use (9) ____________________ to protect data.
Too many users streaming video can reduce available (10) ____________________ for everyone.



1.4 Network security
Activity 14 - Threats to systems and networks
Complete the definitions of common network security threats.
Word bank: virus, worm, ransomware, data interception, denial of service, malware, spyware, brute-force, phishing, SQL injection, Trojan, social engineering
(1) ____________________ is malicious software designed to damage, disrupt or gain access.
A (2) ____________________ attaches itself to legitimate files and spreads when they are run.
A (3) ____________________ can spread across networks without needing to attach to a file.
A (4) ____________________ disguises itself as useful software.
(5) ____________________ secretly collects information about a user.
(6) ____________________ encrypts files and demands payment.
(7) ____________________ uses fake messages or websites to trick users into giving information.
(8) ____________________ exploits people rather than technical weaknesses.
A (9) ____________________ attack tries many password combinations.
A (10) ____________________ attack overloads a service so legitimate users cannot access it.
(11) ____________________ is when data is captured as it travels across a network.
(12) ____________________ places malicious database commands into input fields.

Activity 15 - Preventing vulnerabilities
Complete the statements about security prevention methods.
Word bank: anti-malware, penetration testing, strong passwords, physical security, backups, user access levels, firewall, authentication, updates, encryption
(1) ____________________ involves authorised attempts to find vulnerabilities before attackers do.
(2) ____________________ detects and removes malicious software.
A (3) ____________________ filters incoming and outgoing network traffic.
(4) ____________________ ensure users can only access the data and functions they need.
(5) ____________________ make brute-force attacks harder.
(6) ____________________ makes intercepted data unreadable without a key.
Locks, CCTV and secure server rooms are examples of (7) ____________________.
(8) ____________________ can patch known vulnerabilities.
(9) ____________________ checks that a user is who they claim to be.
(10) ____________________ allow data to be restored after ransomware or hardware failure.

Activity 16 - Security scenario
Complete the scenario with the correct threat or prevention method.
Word bank: penetration testing, data interception, phishing, anti-malware, firewall, social engineering, SQL injection, physical security, encryption, user access levels, passwords, denial of service
A fake email asking staff to verify their login is an example of (1) ____________________.
A visitor persuading an employee to hold open a secure door is (2) ____________________.
A school website being flooded with requests is a (3) ____________________ attack.
Malicious code entered into a login box could be (4) ____________________.
Capturing usernames over unsecured Wi-Fi is (5) ____________________.
A (6) ____________________ could block suspicious network traffic.
(7) ____________________ would protect data if it is intercepted.
Strong (8) ____________________ and account lockout rules reduce brute-force risk.
(9) ____________________ can find and remove infected files.
(10) ____________________ checks the system for weaknesses in an authorised way.
(11) ____________________ can limit the damage if one account is compromised.
Locks on the server room improve (12) ____________________.



1.5 Systems software
Activity 17 - Operating system functions
Complete the statements about operating systems.
Word bank: memory management, folders, multitasking, user management, processes, operating system, file management, drivers, allocation, peripheral management, security, user interface
System software that manages hardware and provides services for applications is the (1) ____________________.
The (2) ____________________ lets users interact with the computer.
(3) ____________________ controls how RAM is used.
(4) ____________________ allows several programs to appear to run at the same time.
(5) ____________________ controls devices such as printers, keyboards and webcams.
(6) ____________________ are small programs that let the operating system communicate with hardware.
(7) ____________________ creates accounts and controls permissions.
(8) ____________________ organises files using names and storage locations.
Files are often organised into (9) ____________________.
User management helps with (10) ____________________ by applying access rights.
The programs currently running are known as (11) ____________________.
Memory management includes the (12) ____________________ of memory to applications.

Activity 18 - Utility software
Complete the utility software statements.
Word bank: encryption software, utility software, housekeeping, key, operating system, storage, performance, defragmentation, hard disk, file size, data compression, additional
(1) ____________________ helps maintain, configure or optimise a computer system.
Utilities often perform (2) ____________________ tasks.
Utility software carries out (3) ____________________ tasks that may not be provided directly by the (4) ____________________.
(5) ____________________ scrambles data so it cannot be read without the correct (6) ____________________.
(7) ____________________ reorganises fragmented files on a magnetic (8) ____________________.
Defragmentation can improve access speed and overall (9) ____________________ on HDDs.
(10) ____________________ reduces the number of bits needed for a file.
Data compression can reduce (11) ____________________ and save (12) ____________________ space.

Activity 19 - Systems software scenario
Complete the scenario using OS and utility software terms.
Word bank: memory management, encryption, utility software, driver, file management, multitasking, operating system, user interface, defragmentation, user management, data compression
A teacher plugs in a new printer. The (1) ____________________ uses a (2) ____________________ so it can send print jobs correctly.
The teacher uses the (3) ____________________ to choose the printer settings.
When saving class resources into folders, the OS is providing (4) ____________________.
Student accounts and permissions are controlled through (5) ____________________.
When many applications are open, (6) ____________________ and (7) ____________________ help them run.
A school laptop also includes (8) ____________________ for maintenance.
(9) ____________________ can protect sensitive files.
(10) ____________________ can reduce file sizes.
(11) ____________________ can improve performance on a magnetic hard drive.



1.6 Ethical, legal, cultural and environmental impacts
Activity 20 - Impact categories
Complete the definitions and examples of technology impacts.
Word bank: bias, environmental, personal data, cultural, automation, digital divide, privacy, ethical, consent, legal, stakeholders, e-waste
(1) ____________________ issues are about what is morally right or wrong.
(2) ____________________ issues are about laws and rules.
(3) ____________________ issues involve changes to habits, communication or society.
(4) ____________________ issues include energy use and disposal of hardware.
(5) ____________________ issues involve control over personal information.
People affected by a technology are called (6) ____________________.
Unequal access to technology is the (7) ____________________.
Discarded electronics are known as (8) ____________________.
(9) ____________________ can replace some human jobs with machines or software.
Names, addresses, images and location data are examples of (10) ____________________.
Algorithms trained on poor data may produce (11) ____________________.
Using data fairly often requires informed (12) ____________________.

Activity 21 - Legislation and licences
Complete the legislation and software licence statements.
Word bank: open source, copying, hacking, Data Protection Act 2018, licence, permission, proprietary, Computer Misuse Act 1990, modify, purchase, Copyright Designs and Patents Act 1988, source code
The (1) ____________________ controls how personal data should be processed.
The (2) ____________________ makes unauthorised access to computer systems illegal.
The (3) ____________________ protects creative works such as software, music and images.
A software (4) ____________________ sets rules for how software can be used.
(5) ____________________ software usually allows users to view and change the source code.
(6) ____________________ software usually keeps the source code closed.
(7) ____________________ is the human-readable program instructions.
Users need (8) ____________________ to use or distribute copyrighted work legally.
The Computer Misuse Act applies to unauthorised (9) ____________________.
Copyright law can restrict (10) ____________________ software without permission.
Open source licences may allow users to (11) ____________________ the software.
Proprietary software often requires users to (12) ____________________ a licence.

Activity 22 - Wider impact scenario
Complete the scenario about a school technology decision.
Word bank: benefits, drawbacks, open source, privacy, Computer Misuse Act 1990, environmental, proprietary, Data Protection Act 2018, cultural, ethical, Copyright Designs and Patents Act 1988, licence
A school wants to introduce facial recognition for library loans. It must consider (1) ____________________ issues because biometric data is sensitive.
It must also comply with the (2) ____________________ when storing personal data.
There may be (3) ____________________ concerns about whether students feel pressured to agree.
If the system changes how pupils use the library, that is a (4) ____________________ impact.
The school should consider (5) ____________________ impacts such as energy use and disposal of old hardware.
If a student tries to bypass the system without permission, this could involve the (6) ____________________.
If the school uses images or software without permission, it may breach the (7) ____________________.
Choosing (8) ____________________ software may give support and clear responsibility but can be expensive.
Choosing (9) ____________________ software may allow access to source code and modification.
In either case, the school must follow the software (10) ____________________ and weigh up (11) ____________________ and (12) ____________________.



Mixed retrieval challenge
Activity 23 - Component 1 mixed retrieval challenge
Use the word bank to complete this mixed-topic retrieval activity.
Word bank: HTTPS, WAN, brute-force, proprietary, Data Protection Act 2018, ALU, cache, virtual memory, defragmentation, firewall, encryption, DNS, mesh, operating system, RAM, lossless
The (1) ____________________ performs arithmetic and logic operations.
(2) ____________________ stores programs and data currently in use.
(3) ____________________ compression allows the original file to be fully restored.
(4) ____________________ converts a URL into an IP address.
(5) ____________________ is the secure version of HTTP.
A (6) ____________________ topology has many connections between nodes.
A (7) ____________________ attack tries many password combinations.
A (8) ____________________ filters network traffic.
An (9) ____________________ manages hardware and provides services for applications.
(10) ____________________ reorganises fragmented files on a magnetic disk.
The (11) ____________________ controls how personal data should be processed.
(12) ____________________ software usually keeps source code closed.
(13) ____________________ is small, fast memory close to the CPU.
(14) ____________________ uses secondary storage when RAM is full.
A (15) ____________________ covers a large geographical area.
(16) ____________________ makes data unreadable without the correct key.
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